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The context

• Massively interconnected world
• Full of opportunities… and challenges

• Digitisation for businesses competitiveness (cloud computing, big data 
solutions, robotics, AI, high speed broadband, …) and better government 
decisions and services

• But - hacking, cybercrime, IP theft, breaches of personal information, hybrid 
warfare, fake news, …

October is European Cybersecurity month



Cybersecurity not a discipline



Dichotomies
Most are highly political

• Maintaining freedom of speech and policing the internet

• National security concerns vs. need to share information and take action 
collectively

• Open source vs. proprietary software and systems

• Business interests to collect more data vs. citizen rights to privacy

• Platforms: information containers or media?

• Centralised vs. decentralised IT architectures and infrastructures for online 
transactions

• …



Basic principles

• EU Charter of Fundamental rights and European values
• Liberty and security of persons

• Protection of personal data

• Right to private and family life

• Freedom of expression and information

• …

• Subsidiarity 



Timeline (1)
• EU Cybersecurity strategy (2013)

• Vision, roles and responsibilities; by Commission and HR

• Digital Single Market Strategy (2015)
• Key Commission priority
• Includes 36 legislative actions  

• Cyber-resilience and cybersecurity industry (2016)
• Single EU security space: stepping up cooperation across Europe, certification of ICT 

products and services, PPP to ensure industrial capabilities,…

• Network and Information Security (NIS) Directive (2016)
• First-ever EU-level legislation on cybersecurity in place
• MS preparedness, CSIRTs, information sharing network
• Notification requirements for DSPs and essential services (water, transport, energy, 

healthcare, digital infrastructure, financial markets, banking)



Timeline (2)
• General (private) Data Protection Regulation (GDPR, 2016)

Aim: reinforce trust and cut red tape
• Easier access to one's own data
• Right to data portability
• Right to be forgotten
• Right to know personal data has been hacked
• Single supervisory authority (one stop shop)
• European rules on European soil
• Rules fit for innovation (e.g. data protection by design)

• Data Protection Directive for the police and criminal justice sector (2016)
• E-Privacy Directive (amended 2009, to be revised)

• Telecom companies subscriber data

• Mid-Term review of DSM implementation (May 2017)



2016 – 2017: cybersecurity expanding

fake news, hate speech, information warfare, hybrid 
warfare, …



Senate Democrats have seized on the Equifax data breach and other corporate scandals to 
demand more consumer protections © AP

Equifax puts silence down to fear of ‘copycat’ cyber attacks 
Credit reporting company says concern led it to delay reporting massive 
data breach
FT.com, 3 October 2017



Fake news

Tech giants face Senate grilling
The Daily Mail reports that the heads of Facebook, Google and Twitter have been summoned to appear at a Senate

Intelligence Committee hearing regarding Russian interference in the US Presidential election. The companies will

be questioned over how Russia may have used their websites to influence the US election. Facebook has admitted

this month that it sold around 3,000 political adverts to 470 fake Russian accounts during 2015 and 2016. Around a

quarter of the ads seem to have been directed at particular areas, suggesting a specific targeting of swing states.

Daily Mail | Sep 29, 2017

Facebook, Twitter et Google convoqués devant le congrès americain | La Tribune | Sep 29, 2017

Russian cyber campaign aims to splinter America | The Times | Sep 29, 2017

India’s millions of new Internet users are falling for fake news — sometimes with deadly 
consequences
Washington Post, 1 October 2017



EU response (1)

Top political priority: President Juncker’s State of the Union speech, 13 September 2017

“Resilience, Deterrence and Defense: Building strong cybersecurity for the EU”
Joint Communication by the European Commission and the HR for Foreign Affairs and Security Policy, 13 September 2017

- understand, prevent, respond -

• EU Cybersecurity Agency
• Permanent mandate and stronger role for the European Union Agency for Network and Information Security (ENISA)
• Assist MS and EU institutions in preparedness, situational awareness, monitoring threats and dealing with cyber-

attacks

• New EU-wide certification framework
• Voluntary scheme to ensure that products and services in the digital world are safe to use

• Mainstream cyber aspects into EU crisis management mechanisms

• European Cybersecurity Research and Competence Center and network

• Cyber-awareness and one-stop-shop for available tools

• Stepping up law enforcement (combatting fraud in non-cash means of payment, cross-border 
access to electronic evidence, Europol cybercrime capabilities, forensics, darknet, IPv6 …)

• Joint EU diplomatic response to malicious cyber activities

https://www.enisa.europa.eu/




EU response (2)

• Deterrence through integration in defence capabilities of Member States
• Hybrid Fusion Cell against hybrid threats, inside the European Union’s Intelligence 

Centre
• collects and analyses warnings to connect the dots; some 80 classified analyses on hybrid

threats already done
• European Centre of Excellence for Countering Hybrid Threats

• Based in Helsinki, inaugurated on 2 October
• Focus on research, training, education and exercises

• Strengthening international cooperation on cybersecurity
• Establish a strategic framework for conflict prevention and stability in cyberspace

• EU: UN charter applies in cyberspace (binding law); voluntary norms, rules and principles of 
responsible State behavior

• Engaging multilaterally and bilaterally
• Support third countries’ ability to respond to cyber threats
• Deepen EU-NATO cooperation



EU response (3)

“Tackling Illegal Content Online”
Communication from the Commission, 28 September 2017

• Non-binding guidelines

• Promote fairness and responsibility of online platforms  
• Easily reporting, preventing, detecting, removing and disabling access to illegal content so as 

to ensure the effective removal of illegal content and increased transparency online

• Review by May 2018

EU pressures internet giants to remove illegal content sooner
Reuters, 29 September 2017

EU takes tougher stance on illegal online material 
FT, September 28, 2017, by Madhumita Murgia

Illegal content: Hate speech, incitations to terrorism, child 
pornography, threatening materials, copyright infringements, 
counterfeit goods,…



EU Member State responses

• Germany
• New rules as of 1 October following failure of some social media to reach 

national targets
• Delete at least 70% of online hate speech within 24 hours of being notified

• Deletion within 24 hours or 7 days, depending on case

• Fines up to 50 million euro in case of lack of “active willingness” to comply

• UK
• Plans announced by Home Secretary

• Viewers and publishers of online terrorist material could face 15 years in jail 

• Tightening of law is response to increasing frequency of UK attacks 



Cybersecurity: the EU in the global context
• The EU a microcosm of the globe?

• Differing levels of capability, division of responsibility, cultural preferences

• …but agreement of principles and values; and EU institutions allow 
concertation and common governance at macroregional level

• Data protection leadership
• World’s de facto privacy regulator

• Privacy Shield; trade agreements?

• Global cybersecurity governance framework: a gap?
• IETF, W3C, ITU,…

• Bilateral dialogues (e.g. EU with China, Japan, India, RoK, USA)

• EU Global Strategy (2016)



EU Global Strategy 

“The EU will be a forward-looking cyber player, protecting our critical assets 
and values in the digital world, notably by promoting a free and secure 
global Internet. We will engage in cyber diplomacy and capacity building 
with our partners, and seek  agreements  on  responsible  state  behaviour  in  
cyberspace  based  on  existing international law. We will support multilateral 
digital governance and a global cooperation framework on cybersecurity, 
respecting the free flow of information. ”

“On cyber, global governance hinges on a progressive alliance between 
states,  international  organisations,  industry,  civil  society  and  technical  
experts.”


